NIS | Old"(ld_l(lb 1o Szlzrnce

1ot eTRIsK In 2 Cloud-
| Connscted Ent 2rprise

T A

w - -1
n A = ——
'n
] e .
.. 18 =+l
il

1.1

L AnilKarmel!
CHAINISTCIoudIS e Tty orking Group
HEOUNUErR and/CED, C21abs. Inc

,r,mfmg]g c2lak 339;;;

l.

© lan Powell / Barcroft Media ,; . il o,
NIST NIST Clc}ud
e (.: Computing




Evolution of Computing Resources
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2012: Vivekikundra's quote in “Cloud
Rty “Cloud computing will not just
moreiinnovative than we.imagine; it:will
. beimoreiinhovative than'we can
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Many Shades of Cloud Views:::..
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Balancing Cloud
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NIST Risk Manoagement:Standorass

Standards for Security Categorization of Federal Information_énd Information
Systems (FIPS 199); Feb 2004

Guide for Mapping Types of Information and Information Systems to Security
Categories (SP 800-60 Rev. 1); Aug 2008

e Minimum Security Requirements for Federal Information and Information
Systems (FIPS 200); Mar 2006

» Security Considerations in the System Development Life Cycle (SP 800-64 Rev.
2); Oct 2008

e Guide for Applying the Risk Management Framework to Federal Information
Systems: A Security Life Cycle Approach (SP 800-37, Rev. 1); Feb 2010

 Managing Information Security Risk: Organization, Mission, and Information
System View (SP 800-39); Mar 2011

e Guide for Conducting Risk Assessments (SP 800-30 Rev. 1); Sep 2012
» Security and Privacy Controls for Federal Information Systems and
Organizations (SP 800-53 Rev. 4); Apr 2013
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Other Related NIST Standards

Performance Measurement Guide for Information Security (SP 800- 55 Rev 1) JuI 2008

« Contingency Planning Guide for Federal Information Systems (SP 800-34 Rev. 1); May
2010

* Information Security Continuous Monitoring for Federal Information Systems and
Organizations (SP 800-137); Sep 2011

Computer Securlty Incident Handling Guide (SP 800-61 Rev. 2); Aug 2012
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DRAFT Systems Security Engineering: An Integrated Approach to Buﬂdmg Trustworthy

Resilient Systems (SP 800-160 Draft); May 12, 2014

« DRAFT Supply Chain Risk Management Practices for Federal Information Systems and
Organizations SP 800-161 (Second Draft); Jun. 3, 2014
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Security may mean different things to
dlfferent people... |
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Distributed Architecture =
Split Control /. Responsibilities

CLOUD ECOSYSTEM
Cloud Clients
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S (Browsers, Mobile Apps, etc.)
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o Application Software as a Service (SaaS)
—~ Application , Services

g Platform Architecture (App )

§ e Platform as a Service (PaaS)
;dg Virtualized Infrastructure (APIs, Pre-built components)
y

(@) - ALLNANE Infrastructure as a Service

~. (VMs, Load Balancers, DB, etc.)

Physical Hardware
(Servers, Storage, Networking)
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What You can manage matters:..

Integration an | i gration and Middleware

Core Connectivity and

Core Connectivity and
Delivery

Delivery

Core Connectivity and
Delivery

Abstraction Abstraction Abstraction

Infrastructure as a Service (laaS)

Facilities Facilities Facilities

... nfrastructure as a Service (laas) &
....Infrastructure as a Service (laa$)
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Consumer’s; RiskcAssessment & Vanagement

Connectivity and
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NISIF Security/ReferencerArchiteciure
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NST SP 500-299

NIST Cloud Computing
Security Reference Architecture
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A & A — Controls Allecation Matiers:..

Integration al m iare
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elivery
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Facilities

....Infrastructure as a Service (laa$) .
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NotAll/CIouds ATE Equal !
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Clouds are not identical....

Integration an
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NIST Security Reference Architecture — formal model
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Software-Defined IT

Balancing Security, Privacy and Functionality
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Software-Defined IT

Balancing Security, Privacy and Functionality
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Software-Defined IT

Balancing Security, Privacy and Functio_r)_lit. (R
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Thank you!
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