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Homeland Security Investigations (HSI)

» US Immigration and Customs
Enforcement (ICE) has three main

components:

> Homeland Security Investigation
(HSI), the largest criminal
investigative agency within DHS;

> Enforcement and Removal
Operations (ERO), which identifies,
apprehends, and administratively
removes illegal aliens from within
the United States; and

> Management and Administration,
which supports HSI and ERO by
providing sound agency
management.
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Homeland Security Investigations (HSI)

The Missions of HSI include:

» “Protecting America’s borders, national security, and public safety
by investigating, disrupting, and dismantling Transnational
Criminal Organizations (TCOs) which engage in all types of
smuggling, including narcotics, money, weapons, sensitive
technologies, and the trafficking of human beings”; and

» “Investigating the criminal threats that TCOs pose to America’s
legitimate commercial trade, travel and financial systems
through trade fraud and intellectual property theft, the diversion
of military weapons, munitions, and sensitive technologies;
international money laundering and financial fraud; immigration
fraud; and child sex tourism and the sexual exploitation of
children.”
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Homeland Security Investigations (HSI)

» HSI fulfills these missions with a
dedicated workforce of over
9,000 Special Agents;
Intelligence Research S
Specialists; and support staff o b g

one of the most rewarding things
about my job is when an

located in over 200 domestic e
offices and in 67 foreign offices

spread across 48 different
nations across the globe.
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Homeland Security Investigations (HSI)

» HSI Special Agents have legal authority to enforce all of the
following:
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U.S. Immigration and Nationality Act (Title 8 USC);
U.S. Customs Law (Title 19 USC);

Federal Criminal Code and Rules (Titles 5, 6, 12 and 18
USC);

Food and Drugs (Title 21 USC);

Foreign Relations, Money and Finance (Titles 22, 28, and
31 USC);

Shipping, Transportation, and War/National Defense
(Titles 46, 49, and 50 USC).
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Homeland Security Investigations (HSI)

The unique combination of these legal authorities give HSI the broadest federal law
enforcement jurisdiction of any agency. This jurisdiction includes:

Money Laundering/Bulk Cash Smuggling/Money Services Businesses;
Narcotics Smuggling/Trafficking;
Commercial Trade Fraud;

Export Enforcement/Counter-Proliferation;
Weapons Smuggling;

Anti-Gang Enforcement; ’ g
Human Rights Violations;

Intellectual Property Rights; 7
Cyber-Crimes/Child Exploitation;
Human Smuggling/Trafficking;

Export Enforcement;

Immigration Document/Benefit Fraud;
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Worksite Enforcement/Critical Infrastructure Protection

-
SRz

- Homeland

@ Security

= Investigations Law Enforcement Sensitive 7

10

ot Us

L

3
& Y



Homeland Security Investigations (HSI)

The Domestic Operations Division is responsible for managing, directing and coordinating
all investigative activities of HSI’s domestic field offices. It also ensures implementation
and adherence to investigative governance; oversees all major enforcement initiatives;

deconflicts field operations; and serves as subject-matter experts for guiding senior
leadership during on-going field investigations.

‘Agw/. U5 Immigration
4. and Customs
#' Enforcement

| Hawan West Operations

“Operatinnn Areas of Respansihiity
Homeland Security Investigations

Northeast Operations

Southwest Border Operations

Usclrinet: kanoary 11, 2007
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Southeast Operations

> West: Honolulu, Seattle, San

Francisco, Los Angeles, Denver, and
Dallas

Southwest Border: San Diego,
Phoenix, El Paso, San Antonio, and
Houston

Northeast: St Paul, Chicago, Detroit,
Buffalo, Philadelphia, Newark, New
York, and Boston

Southeast: New Orleans, Atlanta,
Tampa, Miami, San Juan, Washington
D.C., and Baltimore
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HSI International Foo
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Homeland Security Investigations (HSI)

The National Intellectual Property Rights Center (IPR Center) ensures national security by
protecting the public’s health and safety while also combatting predatory and unfair trade
practices that threaten the global economy.

*In 1999, started with two agencies-US Customs and FBI
*In 2008, the IPR Center was enhanced with ICE, CBP, FBI, USPIS, FDA, and DOC

* Today the IPR Center brings together 17 key federal agencies and 4 International liaisons from
INTERPOL, EUROPOL, and the Governments of Canada and Mexico to form a task-force focusing
on Intellectual Property theft and Customs Fraud .

* Three-pronged approach of interdiction, investigation, and outreach and training to combat IP
theft.

* The IPR Center, led by a Director from HSI and Deputy Directors from the FBI and CBP, consists

of four distinct units: > Intellectual Property Unit

» Commercial Fraud Unit
> Global Outreach and Training Unit
» Shared Services Unit

Law Enforcement Sensitive 10



IPR Center- 21 U.S. Federal and Internatlonal Agencles

Immigration and Customs Enforcement/HSI
U.S. Customs & Border Protection
Federal Bureau of Investigation

U.S. Postal Inspection Service

U.S. Food & Drug Administration
Department of Commerce

Naval Criminal Investigative Service
Defense Criminal Investigative Service
Army Criminal Investigation Command
Defense Logistics Agency, OIG

Air Force Office of Special Investigations

U.S. Patent & Trademark Office
U.S. General Services Administration
Consumer Product Safety Commission

National Aeronautics and Space Administration, Office of Inspector
General

Nuclear Regulatory Commission
Department of State, Office of International IP Enforcement
4 international partner agencies:

Interpol--Europol--Royal Canadian Mounted Police--Mexico
Revenue Service.

**The Mexican Revenue Service has one full time representative
assigned to the IPR Center.



Counterfeiting Perceptions




Reality of Counterfeiting
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Lead Processing
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Counterfeit outlet Strips




ircuit Breaker

Counterfeit C




Counterfeit Fire Extinguisher




IP Theft Funds Crime
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2012 CBP & ICE Seizures - Country of Origin

Singapore
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SHIPPING ENVIRONMENTS

FISCAL YEAR 2012 IPR SEIZURE STATISTICS
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& weeza. FY 2013 IPR SEIZURE STATS

Total FY 2013 Seizures: 24,361 Total FY 2013 MSRP: $1,743,515,581

46% 5% 7% 12% A0% 29%
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a% 79% 3% 3% 2% 2%, 6%

Consumer Electronics

Wearing Apparel
Computer/Accessanies

Pharmaceuticals

Labeis/Tags

Watches/Jewelry
(ptical Media

Handbaps/Wallets



IP Enforcement Challenges

® Infringing goods have shifted from the secondary market, to the
primary market, where consumers are deceived into believing
they are purchasing genuine goods - IP THEFT and
CONSUMER FRAUD

® Offenders are creating websites that appear legitimate, deceiving
consumers into purchasing infringing goods

® The internet allows the globalization of illegal activities and
provides anonymity to individuals involved.
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IPR Center Efforts

Partnership with Industry

Law enforcement cannot seize and arrest our way out
of this problem

Partnership with Law Enforcement
IPRC stresses de-confliction and state/local cooperation

Education/Awareness
To the general public, industry and other GOV entities
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Operation In Our Sites

National IPR
Coordination Center
Protection Is Our Trademark

1-866-IPR-2060
IPRCenter@dhs.gov
www.ice.gov

Taking Aim to Stop
the Sale of Counterfeit
and Pirated Items

vz National Intellectual
47 Property Rights
¥ Coordination Center
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is expected to return this week vs. St. Louis
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to action this weekend against the season, the Saints defeated the then-defending Super Bowl champion St. Louis Rams for the team’s first playoff win.
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first time offenders of up to five years in federal prison, a $250,000 fine,
forfeiture and restitution (17 U.S.C § 506, 18 U.S.C. § 2319). Intentionally
and knowingly trafficking in counterfeit goods is a federal crime that carries
penalties for first time offenders of up to ten years in federal prison,

a $2,000,000 fine, forfeiture and restitution (18 U.S.C. § 2320).
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Operation In Our Sites - TransAtlantic

PROJECT TRANSATLANTIC
NOVEMBER 2012

PARTICIPATING COUNTRIES:

e Belgium

e Denmark
* France

e Romania

e  United Kingdom
e United States

ENFORCEMENT RESULTS:

e Domains Seized - 249
e Proceeds Seized - $179,000

e Arrests -2
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PROJECT TRANSATLANTIC I
JUNE 2013

PARTICIPATING COUNTRIES:

Belgium

France

Romania

United Kingdom
United States

ENFORCEMENT RESULTS:

Domains Seized - 328
Proceeds Seized - $150,000

Law Enforcement Sensitive

PROJECT TRANSATLANTIC |11
DECEMBER 2013

PARTICIPATING COUNTRIES:

Belgium
Denmark
Hungary

France

Romania

Spain

United Kingdom
United States
Hong Kong

ENFORCEMENT RESULTS:

® Domains Seized - 706
® Proceeds Seized - $200,000
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Operation In Our Sites

\ Project American Icon / Project TransAtlantic 11

% This domain name has been seized by ICE-Homeland Security Investigations,
S pursuantto a seizure warrant issued by a United States District Court under
" ( the authority of 18 U.S.C. §§ 981 and 2323. O

G Intentionally and knowingly trafficking in counterfeit goods is a federal crime ‘

| that carries penalties for first time offenders of up to ten years in federal prison, 0\
\ a $2,000,000 fine and restitution ( 18 U.S.C § 2320). 2

Operation In Our Sites-Project TransAtlantic Il is a coordinated effort by U.S. and European law
enforcement agencies targeting websites and their operators that sell counterfeit goods.




Public Service Announcement-DVDs
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Operation Chain Reaction

Operation Chain Reaction
(OCR) targets counterfeit items
entering the supply chain of the
Department of Defense (DoD)
and other U.S. government

agencies ' R
16 IPRC Partner Agencies |

DoD contracts total in excess of
$100 million since January 2009

Law Enforcement Sensitive




Operation Engine Newity

Transportation Industry - IPR Center working Airbags
collaboratively with private sector stakeholders in . 36 investigations
Identifying violators and to target inbound shipments

of counterfeit and substandard automotive parts * 10 arrests

e 8 indictments
e 5 convictions
e 120 seizures

« 4,826 airbag seizures since
FY2010

Operation Engine Newity

e 65 Investigations
e 16 arrests

e 18 indictments
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Trade Fraud Investigations
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ldlife Smuggling Program
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Forced Labor Program




Global Outreach and Training Unit (GOTU)
« Responsible for public outreach for the IPR Center

 Builds and maintains partnerships with industry and law enforcement,
coordinating domestic and international capacity building programs,
and raising public awareness

« Conducts briefings with industry, government, and congressional
representatives

« FY 13
« Conducted 338 events (outreach and training)
« Reaching over 16,320 individuals

IIIIIIIII
PHARMACEUTICAL CRIME '




Domestic Training

« Training of state and local law enforcement
o International Anti-Counterfeiting Coalition (IACC)
o National Association of Attorney’s General (NAAG)
o National White Collar Crime Center (NW3C)
o National Crime Prevention Council (NCPC)

International Training

< Supports capacity building bilaterally by partnering with
o Other USG agencies
o Attaché networks

EUROPOL

INTERPOL

International Law Enforcement Academies (ILEA)

Bureau of International Narcotics and Law Enforcement Affairs (INL)

47

e

*

e

*

e

*

e

*



International Successes

 Philippine National Bureau of Investigation and Intellectual
Property Rights Division led a joint investigation with
assistance from HSI Manila

e Resulted in Nine search warrants with the seizure of
— 17,363 pairs of counterfeit Levi jeans
— 40 counterfeit Levi belts
— Valued at over P69,612,000.00 or US$1,605,257.70




Acquisition Training . . . Protecting Your Supply Chain

Do You Know . ..
 Who you are buying from?
Is your workforce educated about counterfeits? j
What Is your corporate culture?

Do you have product identification guides?
Are you reporting alleged violators to LE?
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The unauthorized reproduction or
distribution of this copyrighted work is
lllegal. Criminal copyright infringement is
Investigated by federal law enforcement
agencies and is punishable by up to 5 years
in prison and a fine of $250,000.

Appendix C




Public Service Announcement

Premonition
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Report IP Theft Button
|« 186 Websites around the
world
» Industry websites
» Embassy/Consulates
» DoS IPE’s sites

Piracy is not a victimless crime.

For more information on how digital theft
harms the economy, please visit

www.iprcenter.gov

N N
Contact cur customer service team directly by caling 1-877-NFL-SHOP. (1-877-635-7467)

Privacy Policy | Terms & Condifions | Customer Servioe | My Account | Raeturns | Contact Us | Group Sales | Affiliate Progeam |

ey



	 
	Illicit Global Trade
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	The unique combination of these legal authorities give HSI the broadest federal law enforcement jurisdiction of any agency.  This jurisdiction includes:
	The Domestic Operations Division is responsible for managing, directing and coordinating all investigative activities of HSI’s domestic field offices.  It also ensures implementation and adherence to investigative governance; oversees all major enforcement initiatives; deconflicts field operations; and serves as subject-matter experts for guiding senior leadership during on-going field investigations.
	Slide Number 9
	The National Intellectual Property Rights Center (IPR Center) ensures national security by protecting the public’s health and safety while also combatting predatory and unfair trade practices that threaten the global economy.��* In 1999, started with two agencies-US Customs and FBI��* In 2008, the IPR Center was enhanced with ICE, CBP, FBI, USPIS, FDA, and DOC��* Today the IPR Center brings together 17 key federal agencies and 4 International liaisons from INTERPOL, EUROPOL, and the Governments of Canada and Mexico to form a task-force focusing on Intellectual Property theft and Customs Fraud .   ��* Three-pronged approach of interdiction, investigation, and outreach and training to combat IP theft. ��* The IPR Center, led by a Director from HSI and Deputy Directors from the FBI and CBP, consists of four distinct units:��
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Counterfeit outlet Strips
	Slide Number 18
	Counterfeit Fire Extinguisher
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Slide Number 23
	Slide Number 24
	Slide Number 25
	Slide Number 26
	Slide Number 27
	Slide Number 28
	Slide Number 29
	Slide Number 30
	Slide Number 31
	Slide Number 32
	Slide Number 33
	Slide Number 34
	Slide Number 35
	Slide Number 36
	Slide Number 37
	Slide Number 38
	Slide Number 39
	Slide Number 40
	Slide Number 41
	Slide Number 42
	Slide Number 43
	Slide Number 44
	Slide Number 45
	Slide Number 46
	Slide Number 47
	International Successes
	Slide Number 49
	Slide Number 50
	Premonition
	Slide Number 52

