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AGENDA

The Importance of International Cybersecurity Standards

International cybersecurity standards provide a basis for planning and deployment of sound security
solutions and build trust among those creating and using those solutions throughout the globe.
These standards provide a common language to communicate security requirements and ways of

implementing them that are common and accepted. Cover examples of national priority and
international efforts
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INTERNATIONAL CYBERSECURITY STANDARDS
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International cybersecurity standards provide a basis for planning and deployment of

sound security solutions and building trust
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THE FUTURE OF ICT : COMMON CLOUD NETWORKS WITH MASSIVE IP ENDPOINTS
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INTERNET SERVICE PROVIDER ENTERPRISE CRITICAL INFRASTRUCTURE ~ GOVERNMENT/MILITARY
CYBERSECURITY PROBLEM IS BOUNDARYLESS

STRATEGY TO ADDRESS ICT THREATS: TECHNOLOGY INNOVATION, AUTONOMICS AND STANDARDS
..................................................................................................................................... Alcatel.Lucent /L‘)

COPYRIGHT © 2014 ALCATEL-LUCENT



TACKLING THE ICT ATTACKS
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prevent security patch upgrades

Attacking Botnets
.J ) Auto

" . forward
Online INTERNET stolen data
banking

community // r\\ / \e\’
Steal a total of $500 Mil (ﬁ

Flnanmal |n5t|tut|ons Hackers Command & Control
CITADEL: AN EXAMPLE OF .... & GLOBAL PREVENTION

« 1000+ botnets in 80 countries attacked 5 million Victims

Botnets were ultimately shutdown as a result of public private partnership (Collaboration
between Microsoft, financial institutions, FBI and law enforcement in 80 countries)

COORDINATED PUBLIC-PRIVATE PARTNERSHIPS INCREASINGLY KEY TO FUTURE OF CYBERSECURITY TO SAFEGUARD
NATIONAL AND INTERNATIONAL INTERESTS
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SECURITY ASSURANCE <—-> MULTIPLE DEGREES OF COOPERATION
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GLOBAL AND REGIONAL REQUIREMENTS
Common Criteria (ISO 15408), TL9000, FIPS 140-2, 1ISO27K , NERC CIP, 3GPP SECAM (evolving), etc ...

¢ Banking, finance

e Energy, Healthcare (NERC CIP, HIPAA)
o NIST

¢ PCI, SoX

e FIPS, FISMA

e Australian Privacy, Business Continuity Management Guide N
e India National Cyber Security Policy

» Japan Handbook on the Protection of Personal Data

¢ JSOX System Management Standards, Singapore Corporate Governance

e Korea Act on the Promotion of Information Communication Network
< Utilization Information Protection

 EU Directive on privacy and electronic communications N
e EU Data Protection Directive 95 46 EC

e EC ECNS DPP Regulations

¢ UN Guidelines for the Regulation of Computerized Personal Data Files
e EU Safe Harbor US European J

e Cloud Security Alliance
o ITA GAIT, GTAG

Other International « ISO/IEC

e COBIT
e Computer Security Incident Handling
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EVOLUTION OF INTERNATIONAL STANDARDS
SECURITY ASSURANCE - JOINT 3GPP AND GSMA ACTIVITY
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A GLOEBAL INITIATIYE

3GPP SA3
s Launched SECAM activity in 2012

s 3GPP specifications cover interfaces and protocol
security

s SECAM adds test cases for 3GPP network
equipment security assurance

GSIMIA.

GSMA NESAG
s Established in Feb 2014

s Defines and governs security accreditation scheme
for network equipment evaluation and conflict
resolution

s Operates accreditation supported by third parties
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3GPP SECAM AGREED UPON METHODOLOGY

s Security tests described per type of network equipment in 3GPP
SCAS documents

Enhanced Vulnerability
Testing

Basic Vulnerability Testing

= GSMA NESAG takes care of accreditation and conflict resolution
s [ests are to be performed by an accredited vendor or third party
s Mobile operator can still decide whether to choose the product




SUMMARY
ADAPTABLE SECURITY FRAMEWORKS FOR ASSURANCE

‘&' Viruses, Identity Fraud, Botnets, Advanced Targeted
a- Trojans ‘ Theft, Extortion, Denial-of- Persistent Malware
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Internet on proliferation ‘ as-a-Service Critical Infra

Network technology and applications are evolving rapidly

« Larger attack surfaces and sophisticated attack methods
« Security frameworks and policies should be able to adapt evolving standards and technology
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REFERENCE SLIDES



3GPP SECAM OVERVIEW
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SECAM: Security Assurance Methodology
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