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Aadhaar Vision

To empower residents of India with a

unique identity and a digital platform
to authenticate anytime, anywhere
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Current Status

e Started issuing Aadhaar in Sept 2010

 More than 75 crores enrolment

* Over 676.3 Million crore Aadhaar numbers issued so far

e (Capacity to generate 1.5 million Aadhaar per day

e Target is Set to generate 1 Billion Aadhaar by end of 2015.

* Online Authentication services (Biometric, Demographic, OTP) are live.
e More than 18.36 crore Authentication Transaction completed till date

* Aadhaar Payment Bridge (APB) and Aadhaar Enabled Payment System(AEPS)

are live with NPCI.

R ————— %\\
' AADHAAR




About UIDAI

Core Task
e Generate & deliver
Aadhaar Number
e Develop & Maintain g
Infrastructure
e Provision for updating &
authentication ldentity
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Deliver various services
* eKYC
* Collaborate with partners for
Aadhaar linked application
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e Established in
January 28, 2009

Vision
To empower
residents of India

identity and a digital
platform to
authenticate
anytime, anywhere.
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Aadhaar Authentication Digital Platform

A digital online verification platform, to
enable residents to prove their identity

and for service providers to confirm that
the residents are ‘who they say they are'
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‘Un-tethering’ identification
to claim benefits

Any Place

Any Network

Any Provider

Any Device
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Introduction: Aadhaar Authentication

Supports answering the question “is a person s/he claims to be”

Verifies resident information (demographics and/or biometrics)
for a given Aadhaar number

Online identification verification service that is lightweight,
ubiquitous, and secure

Only a “yes or no” is returned as part of the response
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Aadhaar Authentication Ecosystem Overview
21ASAs, 101 AUAs Live/on boarded

UIDAI Data Centre
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Aadhaar Authentication — Definition (1/3)

Stakeholders Description

Overall regulator and overseer of the Aadhaar authentication system

Owns and manages, either by itself or through an agency, the Central
Identities Data Repository (CIDR)

—CIDR contains the personal identity information / data of all Aadhaar-
holders.

Presently UIDAI will manage the CIDR through a Managed Service Provider
(MSP)

Authentication Service e
Agency (ASA) .

Agencies that have established secure leased line connectivity with the
CIDR compliant with UIDAI’s standards and specifications

Offers their UIDAI-compliant network connectivity as a service to AUA
Transmits AUAs’ authentication requests to CIDR

Agencies contracted with UIDAI as ASAs shall send authentication requests
to the CIDR

Agency (AUA)

Agencies that uses Aadhaar authentication to enable its services
Connects to the CIDR by itself (as an ASA) or through an existing ASA

Could also transmits authentication requests from other entities that are
“Sub AUAs” under it
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Aadhaar Authentication — Definition (2/3)

Stakeholders Description

.. e Could act as an aggregator offering authentication services to Sub-AUAs
| below them

Authentication User Enters into a formal contract with UIDAI in order to access Aadhaar
Agency (AUA) authentication

* An agency / entity who access Aadhaar authentication services through an
existing AUA

* UIDAI has no direct contractual relationship with the Sub AUA

e AUA shall be responsible for all authentication requests flowing through it,
including those originating from its Sub AUA

e Electronic actors that form a critical link in the Aadhaar authentication
service

—Devices that collect personal identity data (PID) from Aadhaar

Authentication holders
Devices —Prepares the information for transmission,

—Transmits the authentication packets for authentication and
—Receives the authentication results
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Aadhaar Authentication — Definition (3/3)

Stakeholders Description

g * They could be operator-assisted devices or self-operated devices

e They could be operated by the AUA (or the Sub AUA) or agents of AUA /
Sub AUA

(Eg: desktop PCs, laptops, kiosks, handheld mobile devices, etc).

Authentication Devices

e Are valid Aadhaar numbers holders

* Seek to authenticate their identity towards gaining access to the services
Aadhaar Holders offered by the AUA or their Sub-AUAs.
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Aadhaar Authentication

Supports multi-factor authentication using

e biometrics (fingerprint, Iris)
e One time pin (OTP)
e and combinations thereof

Supports all types of networks, protocols and devices

e GPRS, Edge, 3G, Wi-Fi, LAN, WAN, Broadband etc
e Personal computer, mobile, PoS terminals, etc.
e WWorks with assisted and self-service applications
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Security

Data encrypted at source
Data tamper proof

Network security and encryption

Secure connectivity from device to UIDAI data centre

Data audited
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Scalability for large volumes

Authentication data is about 500bytes -2.5Kb

Devices cost comparable to hand held devices

Under 1 sec in CIDR and 1-4 secs round trip

Can handle 100+ million authentication a day
Low cost, universal, easily deployable
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Technology

Built on open standards - XML, https, ISO, AES-256/PKI-2048,
SHA-256, etc

Biometrics basis FMR — ISO 19794-2:2005, FIR — ISO 19794-4 ,
IR - ISO 19794-6:2011

Built to scale - light weight and stateless

Flexibility provided in Authentication APl to meet AUA’s needs

Accommodates various business models and ecosystem based
adoption
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Authentication Processes At a Glance

1:1 Match

* %k %k

?’A“V - and/or*
A'@‘\ A %:

AADHAAR Demographics OR
— | Name, Gender Pd()
araeft ST S YWour Aadhaar Mo, |

1111 2222 3333 DOB, Address, ...
| | and/or

QTP

*and/or — Single or multi-factor authentication

_-. _ **QOTP — One Time Pin =
I =

“**Yes/No — Would enable service provider to take business decisionﬁ;@
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Aadhaar Authentication Usage Types

Aadhaar Number - Single Factor

e 12th digit (last digit) is a Verhoeff checksum for error detection

Demographic Only — Single Factor

* Demographic attributes like Name, Date of Birth, Gender, Address etc. can be used

*OTP Only - Single Factor

e Authentication using One Time Pin (OTP) alone

*Biometrics only — Single Factor

¢ Authentication using Biometrics (single factor authentication) — Fingerprint/ Iris

*Biometric & OTP — Two Factors

¢ Authentication using Biometrics (Fingerprint/ Iris) and OTP (two factor authentication)

*Three Factors

e Authentication using Fingerprint biometrics, Iris and OTP (three factor authentication)
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Authentication Service Usage lllustrations

Type 1 — Demographic Only — Single Factor
 AUA beneficiary database cleanup

*  Periodic KYC/beneficiary verification

e Address, Date of Birth verification

Type 2 — OTP Only - Single Factor

e Authentication for internet- and mobile-
based transactions

* Cases where deployment of biometric
technology is difficult or not practical

Type 3 — Biometrics Only — Single Factor

e Authenticating residents at point of delivery
e Periodic verification of pensioners’ database
* Attendance management

* Adding new beneficiary / customer

* Financial transactions

Type 4 — Biometric (Fingerprint/Iris) & OTP — Two
Factors

* Where higher assurance levels may be
required such as:

- High Value Financial transactions

- Accountability tracking (example —
authenticating officials in charge for
inspection in service delivery programs
such as PDS & NREGA

e Access to restricted/high security areas

Type 5 — Fingerprint + Iris + OTP — Three Factors

e Access to very high security areas such as
army base, nuclear plants etc
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Demographic Authentication

7NN Demographies | = YES

AADHAAR OR
- Name, Gender

i arreft ST WEn S Your Aadhaar No, | DOB Add ress. ... N O
1111 2222 3333 ’ ’
Personal Identity (Pi)
Mame I Match Yalue | 100=

Personal Address (Pa) Match Strateqy (% Exact match € Partial match € Fuzzy match
Care Ofl Eiui|ding| Local Mame | Local Match Value [ 50—
Landmarkl Streetl nider ISeIect gender j fge | DO bype Im

Localky | PO Mame | Date of birth -1

Willage Town/City | Subidist |

Districtl Statel Finande Personal Full Address (PFa)
Makch Skrakegy (ms)

% Exact Match  Partial Makch £ Fuzzy makch
address wvalue {aw) Maktch walue {mw) I 100 E:

Local Makch value (e I a0 E:

Laocal address walue (law)




Biometric Finger Print Authentication

Fingerprint
Minutiae record
(ISO 19794-2:2005)

Yes
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.ail'-'rqﬂ HTHTE TN S Your Aadhaar No, Or N O
1111 2222 3333 _

Fingerprint
Image record
(ISO 19794-4)
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Biometric Iris Authentication

[ A g | | Iris Image Record YeS
'/\/'W (1SO 19794-6:2011)
A'@ a : } ) —
One or both iris Image

AADHAAR —
| | or
| st sme s / Your Aadhaar No. | Image size (compressed)
1111 2222 3333 Kind 7: 2 KB N O
' ' Type: PNG or Jpeg2000

* Inclusive Modality demonstrated by high population coverage (over 99.5%)

» Higher Accuracy, operating at a false accept rate of one in million (true accept
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Aadhaar OTP Authentication Process

’ ,
Aadhaar Holder m

. POS/ Self Service ASA UIDAI'S
Kiosk CIDR

OTP Delivery °

@ Authentication Request

A N
& POS/ Self Service
O

Aadhaar Holder Kiosk
Service Delivery Necessary Updates
& Confirmation
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Invokes Aadhaar
application initiated
i OTP Request OTP API

Yes/ No

UIDAI's
Response

CIDR




Aadhaar e-KYC Introduction

For availing any service, we have to prove
our identity by providing a document called
Proof of Identity (Pol) like Pan Card, Voter Id
card etc. and a Proof of Address (PoA) like
Ration Card, Voter Id card etc. This process
IS normally called KYC(Know your
Customer).
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Advantages of Aadhaar KYC

m Type of Document Mode of Authentication m

Passport Physical Verification of the Time
document consuming

2. PAN Physical Verification of the Time
document consuming

3. Driving License Physical Verification of the Time
document consuming

4. Voter’s ID Physical Verification of the Time
decurment consuming

Aadhaar Letter Demographic/Biometric/ Low cost,
oTP accurate and
instant

6. NREGA Job Card Physical Verification of the Not fool-proof
document
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Aadhaar Letter

Sorvwre athas AADHAAR
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e-KYC & the Fields Shared

- .
Aadhaar e-KYC Service ‘2N
AADHAAR
e
{l\ﬁm‘ 999900129017
Identification

ResE ity M Data shared in e-KYC:

Date of Birth 01011972

M 1. Name,

Phone No 78399110070 2. Gender,

Emal Id Lidai@gmal fom 3 DOB

4. Photo,
5. Address,
ificato 6. Mobile No. (if
Care of I House No | availabl e) ,
Lanina St | 7. e-mail id (if
Localty lat o 270 Sec C Pocket € postofice || ’ )
VICName  [Vasantkury sbDitict | | availabl e)
District South West Dehi Deh Pincode |110070
PDF v save | Newekyc "
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Features of e-KYC

Aadhaar based e-KYC Services provide a platform for verification of Proof of Identity (Pol)
and Proof of Address (PoA) in the electronic format using the authentication services

provided by UIDAI, with the following features:

Compliant with IT Act e Digitally signed by UIDAI and
thus non-repudiable

e Scalable
* Instantaneous
* Eliminates Document Forgery
 Machine Readable
* Paperless
* Inclusive
* Consent Based
* Low cost
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Aadhaar Authentication Enabled Applications

1. Aadhaar Enabled Public distribution system (Andhra
Pradesh State/Telangana).

2. MGNREGA & Social Security Pensions.
State wide Implemented ( DOP — 12000 + terminals).
— Govt. of Andhra Pradesh and Telangana
Pilot Implementation: in Jharkhand, Haryana,
Punjab,Chandigarh

3. Biometric Office Attendance

4. Social Welfare Schemes (Scholarships, Slum
Rehabilitation etc)

5.Instant Money Transfer
e @
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Q&A

http://uidai.gov.in/auth.html
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Thank You
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