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What is a Counterfeit? 
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Many Definitions   
 
The SAE (Society of Automotive Engineers) International Standard 
AS5553 Rev A (2013) defines a “Counterfeit Part” as: 
  
“… part that has been confirmed to be a copy, imitation,  
 
OR 
 
substitute that has been represented, identified, or marked as genuine,  
 
AND / OR  
 
altered by a source without legal right with intent to mislead, deceive, 
or defraud.” 
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Many Definitions   
U.S. Department of Energy, Office of Environment, Safety and 

Health (Office of Corporate Performance Assessment) 
defines a “Counterfeit Item” as: 

 
 

…. a suspect item that is a copy or substitute without legal right or 
authority to do so  
 
OR  
 
one whose material, performance, or characteristics are 
knowingly misrepresented by the vendor, supplier, distributor, or 
manufacturer.  
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Counterfeit or Piece of Art? 

http://techcrunch.com/2011/08/30/stupid-people-are-gods-funny-little-angels/?icid=maing-grid7%7Cmain5%7Cdl17%7Csec1_lnk2%7C91628 

“The Wooden iPad”  
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Counterfeit or Art? 

Coca-Cola Bottle Casket 
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Counterfeit or Art? 

Bottega Veneta Shoulder Bag Cake 
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What Brand? 
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The Official Egyptian Team Wear 
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“Copy Merchandize” Malls In China 
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Copy or Counterfeit? 
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Actors:  Apple vs. Goophone 

 
GizChina is reporting that 
GooPhone claims to have a 
patent on the iPhone 5′s 
design in China.  
 
Well, they have a patent on 
their design, but it’s 
remarkably similar to the 
design of the iPhone 5.  

http://www.gizchina.com/2012/09/04/chinese-phone-maker-goophone-i5-might-have-blocked-iphone-5-sales-in-china/
http://www.gizchina.com/2012/09/04/chinese-phone-maker-goophone-i5-might-have-blocked-iphone-5-sales-in-china/
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Conformance vs. Counterfeits 
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Conformance vs. Counterfeits 

Conformance testing or type testing is testing to determine whether a product or system 
conforms with the requirements of a specification, contract or regulation. 

http://en.wikipedia.org/wiki/Specification
http://en.wikipedia.org/wiki/Contract
http://en.wikipedia.org/wiki/Regulation
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Conformance vs. Counterfeits 
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Understanding the Scope of the 
Problem 
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The Economics of Counterfeits 
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Consumer Counterfeits in the USA 
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“Counterfeiters track market conditions much in same way that legitimate producers of original parts do!” 
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The Economics of Counterfeiting: 
The Case of Galaxy Gear 
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Counterfeit Backdrop 

Source – Rand Corporation, 2012 

Drivers of Supply & Demand of Counterfeit Products 
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Counterfeits Electronics 
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Semiconductor industry characterized by global 
transfer of goods and services: 
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The Global Consumer Electronic Supply / 
Distributor  Chain 

Source: Global Business of Language, 2012 
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Semiconductor Industry Value Chain  
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Where are the Electronics Being Made? 
Regional Electronic Production in 2012 

27 



NIST Product Authentication  
Information Management Project 

World Bank Corruption & Transparency Index  

Culled from http://data.worldbank.org/indicator/IQ.CPA.STRC.XQ/countries/1W?display=map 

http://data.worldbank.org/indicator/IQ.CPA.STRC.XQ/countries/1W?display=map
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Counterfeit Attack Vectors 
• Recycled or Refurbished ICs 
• Substandard Parts (Defective) 
• Missing Process Flow (i.e. testing, upscreening …) 
• Remarked Parts 
• Forged Documentation 
• Cloned ICs 
• Overproduction 
• Tainting 

 Tehranipoor, M., ‘Utilizing IC Parameters for Security and Trust’, Univ. Connecticut March 2012 
Adapted  by IGG, Counterfeit Components Symposium and Workshop, November 2006  
http://counterfeitparts.files.wordpress.com/2012/03/types_of_counterfeit_parts.pdf from SAE AS5553  

http://counterfeitparts.files.wordpress.com/2012/03/types_of_counterfeit_parts.pdf
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Why is it Such a Tough Problem?  
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Electronic Manufacturing Workflow Diagram 

Supply Chain Management and Distribution 

Wafer 
Mfg 

Chip 
Mfg 

Board 
Mfg 

System 
Mfg 

After 
Market 
Sales & 
Refurb. 
Support 

Disposal/ 
Recycle 

Product 
Design 

Product 
Design 

Product 
Design 

Product 
Design 

System Design 

Factory 
Operations 

Production Equipment 
Integration with the Factory 

Business to Business 
Communication 

Factory Information & 
Control Systems 

Enterprise Information 
System 

Source: iNEMI, 2010 Roadmap 
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Solutions - Technologies 

• Product and component 
tracking/tracing  

• Sequential marking 
• Embedded RFID chips 
• Cryptographic tags 
• Bar codes 
• Holograms 
• Covert product features 
• Tamper resistant/evident 

security packaging 

• Color shifting inks 
• Incorporation of uniquely 

identifiable nano-particles in 
manufacturing goods 

• Product history data 
• Scanning systems 
• Audits 
• Authentication services 
• Increased supply chain security 

Mechanisms and partial solutions to address the counterfeiting problem 
within manufacturing industries  
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Case Study #1:  Suspect Counterfeit, Microcircuit, Digital, Microprocessor 
GIDEP ALERT # C5-A-13-01  

Narrative: 
• During a failure investigation it was noted that the processor marking 

on parts supplied by XYZ, Inc. were inconsistent.  
• As part of investigation the pedigree for parts was investigated by 

contacting Intel to confirm part lot date code.  
 
• IDM never made any MG80C186 with a batch number “M832100B” 

or batch ID “464724338P with a date code “832”.  
 
Conclusion:  The part is a counterfeit 5962-8850102ZA (MG80C186-
12/B).   

Footnote: Batch had previously passed 5 third party validations! 
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Case Study #2: Is ESD Really a First Line of Defense For Suspect 
Component Detection ? 

Culled from CONSORTIUMCONNECTION 2012 AUTUMN EDITION  
Published by CHINA LAKE HIGH TECH CONSORTIUM 

In March 2012, RMV demonstrated that despite accurate initial qualification efforts for ESD materials utilized in the DOD 
supply chain, four of the five packaging products (pulled from new inventory) yielded failing results:  
1.Fast Packs (Failed)  
2.Antistatic Bubble wrapping (Passed)  
3.Antistatic Pink Poly Film (Failed)  
4.Type 1 Aluminum ESD Moisture Barrier Film and Bags (Failed)  
5.Type 3 Metalized ESD Shielding Film and Bags (Failed)  

The Electronics component bagging required by the DOD is to provide a charge free shielding 
environment for ESD sensitive components  
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Authentication Technology Evaluation 
Type Technology Description What it does 

What it 
doesn't do 

System 
Requirements Limitations / Killers 

Examples / 
Commentary 

Materials / 
Chemical DNA Tagging Adding a consigned materal to the product provided by a trusted source     

Perfect Control of taggant, 
Detectors Readers, Detection not real time DLA Mandate !! 

  Phosphor Tagging Adding a consigned materal to the product provided by a trusted source           
  Micro-ceramic Particles Adding a consigned materal to the product provided by a trusted source           

  
Carbon-dating-like 

ingredient Chemical decay (a designed and measurable shift in performance)           
                

Visual Proof   Tag 
Serialized label affixed with a small drop of a clear polymer that has bubbles randomly 
dispersed within it.   Entropy comes from bubble formation 

Unique identification. 
Impossible to counterfeit Fast visual validation 

Extensive DB requirements, 
Access to Proof Tag DB 

Pre built Custom tags, Proof Tag and 
Supplier DB synch  Wine 

  Color Shift Ink 
Unique type of pigmentation that changes color depending on the angle of the light reflecting 
off the ink Visual identifier of brand Guarantee it's genuine Control of bulk labels None Common technology 

  Holographic Image 
Three-dimensional images change as the position and orientation of the viewing system 
changes  

Image can be complex. 
Visual identifier of brand Guarantee it's genuine Control of bulk labels None Common technology 

  Authenti Guard AuthentiGuard is a security printing and document security technology.  
Unique prism mark on label 
validated by  an APP Easy validation 

DB requirements, Access to smart 
phone app 

Expensive, Label info may deteriorate 
over time Common technology 

  Nano Pattern Deliberate paterning that counterfeiters cannot afford to do           

  
Un-clonable High Resolution 

Mark 
Large two-dimentional barcodes containing 5 to 20% random errors. Entropy comes from 
equipment jitter 

Detects clones. ID impossible 
to counterfeit 

Prevent tampering. Cannot 
store custody info 

High res camera. Public key 
access 

Adds time to marking process if mark 
is variable 

Uses existing commonly deployed 
equipment. Automotive, wine 

  Extreme magnification 
Any surface mag'd enough becomes unique.Digitizing and signing this view becomes an 
authentication signiture Unique identification Easy validation High mag equipment expensive, requires expertise, slow   

  Bar Code Form of mass serialisation Enables Track and Trace 
Guarantee it's genuine. 
Prevent tampering 

Remote transactional DB, data 
access policy & line of sight Mutual Trust Multiple ...commonplace 

                

Electronic RFID Active and passive and can be embedded in chip 

Captures & stores shipment 
info - non line of sight 
tracking, provides non volatile 
storage 

Guarantee it's genuine. 
Prevent tampering 

RFID Gateways, antennas on 
products 

Close proximity, cost/piece +  
equipment. Error rates. Limited non 
volatile storage Walmart 

  PUF 
There are half a dozen implementations of this. Random secret unknown to everyone incl 
manufacturer. Extracting the secret should destroy the part 

Unique ID, impossible to 
counterfeit, can be hidden 
from everyone 

No info captured, stored, 
inactive during shipment 

Built into IC architecture - must be 
designed in 

New Concept … not well understood 
by practitioners Being evaluated by many IC mfgs. 

  Thermal Profiling 
University research at Howard U. (by Dr. Preston D.Frazier).  Creates fuzzy thermal fingerprint 
- catches radical shifts in thermal profiles 

Creates thermal fingerprint ref 
of known authentic high level 
assy 

Manage legitimate changes 
to the ref assy Thermal 2D imaging high res 

Change management, accuracy 
limitations Academic concept / proposal ..POC 

  Prorgramable cells fuses, Eprom, Flash, etc. - used to store private keys or other secrets 
Mfg can embed unique ID & 
performance info into part Inactive during shipment 

Built into IC architecture - must be 
designed in Trust the manufacturer 

CPU ID instructions. Over 20 years 
experience 

  Odometer circuits U. of Conn. Research on circuits that change with time Detects if a part is used 
Guarantee it's genuine. 
Prevent tampering 

Built into IC architecture - must be 
designed in 

New Concept … not well understood 
by practitioners. Sensitive to process 
variations Academic concept / proposal . 

  Random Number Gen. Used to protect programmed secrets … protecting data .,. Not the part 
Source of entropy to protect 
data 

Guarantee it's genuine. 
Prevent tampering 

Built into IC architecture - must be 
designed in Not designed to protect parts Feature of 4th gen core architecture 

                

Other Mass Serialisation Remote and secure database storing attribute data  Enables Track and Trace 
Guarantee it's genuine. 
Prevent tampering 

Remote transactional DB, data 
access policy Mutual Trust Multiple …parts ~ space shuttle tiles 

  As-built data records Materials used in most BOM's change over time. 
Creates data fingerprint of 
each high level assy 

Guarantee it's genuine. May 
not prevent tampering 

Fingerprint data storage & 
protection Data Volume, Storage & Protection Historic records by all mfgs 
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Who is In Charge?  
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• Anti-counterfeiting solutions must be 
implemented and supported throughout entire 
manufacturing supply chains that include: 

 
• Raw material providers 
• Parts suppliers 
• OEM 
• System integrators 
• Shippers 
• Border crossings 

• Solutions must be based upon standards that can 
be implemented across the supply chain  
– Some standards do exist today:  SEMI-T20 Series. 

• Seaports 
• Truck inspection & weigh stations 
• Distributors 
• Maintenance service providers 
• Retailers 
• Consumers  

SUMMARY STATUS OF STANDARDS EFFORT 
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Pitfalls and Lessons Learned 
Too many standards! 

 Supply chain integration issues 
 Interoperability 
 Lack of Harmony between Science and Standards 
 Awareness and understanding 
 

Slow to evolve 
 Cumbersome standardization process 
 Room for growth and flexibility 
 

Security 
 Security in obscurity 
 Security in diversity 
 Open prototyping and testing  



NIST Product Authentication  
Information Management Project 

Opportunities 
Understand Market Needs 
 Develop a vision for electronic product identity management 
 Develop use cases for product authentication 
 
Develop Specifications 
 Develop unique IDs 
 Incorporate unique IDs into current BoMs 
 Leverage user authentication schemes  for  product authentication 
 Leverage security assessment criteria for product authentication solutions 
 
Drive Convergence  
 Manage product life cycle identity information 
 Standards interoperability (we must avoid the spaghetti effect!!) 
 
Innovate! 

 
 
 

Official contribution of the National Institute of Standards and Technology; not subject to copyright in the United States. 

Certain trademarks are identified in this paper to foster understanding. Such identification does not imply recommendation or 
endorsement by the National Institute of Standards and Technology. 
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Backup Slides 
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Current Response Profile 
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Solutions - Technologies 

• Product and component 
tracking/tracing  

• Sequential marking 
• Embedded RFID chips 
• Cryptographic tags 
• Bar codes 
• Holograms 
• Covert product features 
• Tamper resistant/evident 

security packaging 

• Color shifting inks 
• Incorporation of uniquely 

identifiable nano-particles in 
manufacturing goods 

• Product history data 
• Scanning systems 
• Audits 
• Authentication services 
• Increased supply chain security 

Mechanisms and partial solutions to address the counterfeiting problem 
within manufacturing industries  
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Technical Issues - Standard Solutions 

• Stopping counterfeiting is difficult because solutions must be appropriate 
to the product being protected, reliable, technically feasible, affordable, 
and scalable for widespread use.  
 

• Mechanisms must be able to rapidly distinguish between legitimate and 
counterfeit products at every stage of the supply chain - only a small 

portion of imported goods are inspected.  Metrology Needed!!   
 

• Individualized solutions for each manufacturer are not practical, especially 
considering that critical security checkpoints are ports of entry where 
government customs inspectors are responsible for checking an extremely 
large number of types of products from many different manufacturers.  
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The Current Industry View is Reactionary: 
 Parts may Authentic perhaps, but where have they been? … 

• Many parts acquired from Independent Distributors may be authentic, 
but show evidence of … 
– Poor storage and handling conditions  
– Termination refurbishing or reclamation  

 
• To ensure confidence that parts are of the same quality and reliability as 

when first shipped by the original component manufacturer, users should 
apply a suite of test and inspection protocols to … 
– Detect counterfeits  
– Eliminate defects associated with handling and storage  Test  
– Identify refurbished or reclaimed parts  Inspection.  

 
• The current scope of industry activities are guided by the industry view 
  

 Need to Be Proactive 
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Proactive Response Profile 
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• Documentary Standards :  
– Industry-led trade groups  

• SIA, iNEMI, HDPUG, JIPDEC 
– SDO’s 

• ISO TC 247 WG-3, SEMI 
– Develop documentary standards for device traceability 

and authentication information management protocols  
• Metrology  

– Enable non-destructive discrimination between  
authentic and bogus electronic components in real time 

• Functional and Reliability Tests 
– Massively parallel testing platform to improve failure 

statistics 
 

Metrology, Best Practices and Standards  
to Mitigate Counterfeits Electronics 
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HDP Info Exchange 



Supply Chain Requirements 

SC Step Supply Chain Stage Data Required at this Step Controls that can be applied Trust Assurances

1
Raw Materials Supplier   
(Chemicals, Metals, Pastes..)

Material Supplier ID and COC by Unique Batch ID No for all 
materials supplied Unique composition Ethical Source 

2 Wafer Manufacturer
Materials Supplier ID and COC for all materials received by 
Unique Batch ID No Unique composition Limited Source

3
Component Manufacturer          
( IC, Caps, Resistors, Cables …)

For all materials used - Wafer Supplier ID, Unique Material 
Batch ID No with COC, 

Laser Marking. Taggants, Doc Retention 
to support Product Lifecycle Approved Mfg

4
Board Manufacturer                    

( PCBs, Modules, Drives, PSUs…)

For all components & materials used - Component Supplier 
ID, Unique Component ID for high value / high risk items, 
unique Batch ID for low value / low risk items

MAC, VPD, S/N, Auth System, Taggants, 
GIDEP Alert Approved Mfg

5
System Manufacturer                  

( Complete System )

For all components - Board Mfg ID, Unique Component ID 
for high value / high risk items, unique Batch ID for low 
value / low risk items Content by S/N, GIDEP Alert Approved Mfg

6
System Integrator                          

( H/W & S/W Integration )

For all components (H/W & S/W) - System Mfg ID, Unique 
Component ID for high value / high risk items, unique Batch 
ID for low value / low risk items GIDEP Alert ??

7
Distribution                                    

( Authorised Channel )
For all products - System Integrator ID and Unqiue Product 
ID

Physical Access, Invoice S/Ns, Doc 
Retention, GIDEP Alert Authorised Distributor

8 Retail / Broker
For all products - Dist ID and Unqiue Product ID.    
Procurement & Sales record for all products

Invoice S/Ns, Doc Retention, Lab Insp 
records for IDEA brokers, GIDEP Alert IDEA Certified

9
For all products used - Distributor / Broker ID and proof of 
autenticity. Certified

10 Customer
Proof of Purchase with Supplier ID and unique Product ID 
listed Archive spare parts, GIDEP Alert

Service / Repair



SC Optimum Protocol 
SC Step Supply Chain Stage Optimum Data Protocol

1
Raw Materials Supplier   
(Chemicals, Metals, Pastes..)

2 Wafer Manufacturer

3
Component Manufacturer          
( IC, Caps, Resistors, Cables …)

4
Board Manufacturer                    

( PCBs, Modules, Drives, PSUs…)

5
System Manufacturer                  

( Complete System )

6
System Integrator                          

( H/W & S/W Integration )

7
Distribution                                    

( Authorised Channel )

8 Retail / Broker

9

10 Customer

Service / Repair

1. Material ID  ( PN, SN )

2. Supplier ID

3. Date Procured

4. Customer ID

5. Date Sold
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iNEMI Calculators 
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Risk of Counterfeit Use – Calculator #1 

• This calculator quantitatively asses the relative risk of a product being counterfeit 
• Can be used by 

– Component Manufacturers – identify risk for their product 
– Product Designers – identify risk of products to be used or of end product 
– Distributors – identify products at risk and those requiring extra controls 
– End Users – identify risks of selected products and provide product ranking  

• It is based on 4 key attributes – product profile, supplier and supply line 
characteristics, counterfeit deterrents used on the product and channel 
characteristics 

• The user selects the appropriate rating for each of the elements from the rating 
table and the calculator provides an overall risk assessment for that product. 

• The higher the rating, the higher the risk of counterfeit for that product 
• The relative ratings for a product portfolio enables the company to focus their 

efforts on the high risk products. 
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Risk of Counterfeit Use - Calculator #1 
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The risk calculator for untrusted sources (#2) 

• Based on objective information, the calculator 
produces relative ratings which are expected 
to be correlated to the risk of receiving 
counterfeits from untrusted sources. 

• The ratings can support a decision whether to 
purchase from a particular source or which of 
several suppliers to choose. 
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Screenshot of Untrusted Source Risk Calculator 
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Counterfeit Losses & Costs – Calculator #3 

• This calculator provides an estimate of the costs and losses 
associated with counterfeit product 

• There are 3 assessments provided  
– A) Total loss estimate by product 
– B) Loss estimate by GEO or market  
– C) Total Counterfeit Cost & Losses estimate. 

• The total loss estimate is based on the output from 
calculator #1 … where the counterfeit risk result is classified 
as low, medium or high 

• The loss by GEO or market is generated using the World 
Bank Corruption Control index 

• The Total Counterfeit Cost is an estimate of all aggregated 
costs & losses incurred by a company where counterfeit 
product has entered that company’s supply chain. 
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Total Counterfeit Loss – Calculator #3 
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Nano-structured Certificates of Authenticity using Probe Assisted Doping 

1. CREATE: Use probe arrays to 
create nanostructured CoAs  

2. READ: Handheld scanners to interrogate CoAs.  

3. VERIFY: interpret and compare output 

Data transform 

Frequency (GHz) 

S1
1 

M
ag

ni
tu

de
 

(d
B)

 

Raw 
data 

GOOD – 
NO GOOD  
indicator 
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• Government Needs:  
– Secure components with no side channels for information leakage,  
– Functional fidelity,  
– Reliable components, and  
– Dependable supply sources  

 
• Industry Needs:   

– Trustworthy and reliable components,  
– Authenticable  components  
– Functional fidelity and  
– Error free mass manufacturing (with the ~1012 transistors per chip). 

 

Trusted Microelectronics Stakeholder Needs 
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Are Electronic Component Packaging That Is Easy to Alter? 
 

Before and After Microblasting 

Images from RMV Technology Group, LLC 
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Where In the Supply Chain are 
Counterfeits Detected 

Source: OCM survey, 2009 
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MASK GENERATION 

FABRICATION PROCESS 
Diffusion,Implant, Etch,  

Photolithography, Thin Films, 
Passivation  

 BUILD  ASSEMBLY and 
TESTING (BAT) 

Bumping, Slicing, Packaging, 
Wirebonding  

ASSESSMENT 
Technology 
Library 
Process 

CORRECTIVE  ACTION  

Mask Revision   
New  Part  Number 

FINISHED WAFER 

WAFER LEVEL TEST 
Class Probe, Unit Probe Test 

BACKGRIND or 
NO BACKGRIND 

FINAL TEST 
 MODULE LEVEL TEST 
Temp specs, voltage set 

CUSTOMER 
Final products 

BAT 

PRE- / POST- 
QUALIFICATION 

? 

POST 

PRE 

pass 

fail 

PRODUCTION 

TAPE-OUT 

Chip Manufacturer Cluster map/process 

Non-conforming 
material: chance to 

pop-up as counterfeit 

pass 

fail 

Scrap: might 
pop-up as 
counterfeit 

Prototypes 

W
af

er
 M

FG
 

Raw Material 
Input:   
Blank Wafers 

Qualification 
Samples 
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International Electrotechnical 
Commission (IEC) 

IEEE INCITS 

International Organization for  
Standardization (ISO) 

Standards Organizations 

International Telecommunications 
Union (ITU) (United Nations) 

TC 122/104 JWG 
SC Apps RFID 
TC 8 
Ships & Marine Tech 

SC 31 
Automatic Data Capture 

ISO/IEC Joint Technical Committee 1 
(JTC 1) 

ITU-T (fka CCITT) 
Telecommunications 

ITU-R (fka CCIR & IFBR) 
Radio-frequency Issues 

ITU-D (fka BDT) 
Telecommunications  
Development 

ECMA Comité Européen Normalisation 
(CEN) 

Comité Européen Normalisation 
Electrotechnique (CENELEC) 

Comité Européen Postal & 
Telegraph (CEPT) 

TC 104 
Freight Containers 

International 

Regional 

National 
Standards Assoc of 

China (SAC) AFNOR Deutches Institut 
fur Normung (DIN) JISC ANSI British Standards 

Institution (BSI) 

AIM MHI GS 1 CEA 

Industry 

Other 

DoD ATA CEA AIA HIBCC AIAG GS 1 Other 

WG 1 - Symbology 
WG 2 - Data Content 
WG 3 - Conformance 
WG 4 - RFID 

Universal Postal Union  
(UPU) (United Nations) 

T6 B10 

SC 17 
IC Cards 

VDA 

ODETTE 

WG 5 - RTLS 

TC 122 
Packaging 

SC 6 
Telcom &  
info exch 
btwn systems 

EPCglobal 
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