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Metrology, Standards and Conformity Assessment

* To demonstrate “big picture” strategy and
Interrelationship of metrology, standards and
conformity assessment at NIST, there are many
examples of programs to choose from:

— Health IT, Cloud computing, Cryptographic/security testing
— Smart Grid

— NVLAP (Calibration lab accreditation, specific programs...)
— Law Enforcement Standards Office (body armor, ...)

— Many more ...see following panel session discussion

e Today I will focus on three Smart Grid examples and
coordination strategies we have used
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Reduce wide area blackouts (2003, $6B losses)
using better sensor data and predictive models

« SCADA measurements cannot see most oscillations, can be misleading

« PMUs are needed to observe oscillations - faster data sampling, greater
data resolution, and wide-area synchronization
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Example of oscillations
observed by SCADA and PMUs
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Source: Mahendra Patel at PIM
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Metrology, Standards and Conformity Assessment

 Phasor Measurement Units (PMUS)
— “Traditional” NIST testbed/standards/calibration service

 Smart Grid Program (as a whole)

— “Non-traditional” national (plus int’l) leadership and
coordination of standards (plus testing/certification)

 Energy Usage Information (Green Button)

— “Very non-traditional” extensive NIST technical support for
Industry implementation of Green Button initiative based on
White House “call-to-action” + interagency team
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Metrology, Standards and Conformity Assessment

Phasor Measurement Units (PMUS)
— “Traditional” NIST testbed/standards/calibration service

Smart Grid Program (as a whole)

— “Non-traditional” national (plus int’l) leadership and
coordination of standards (plus testing/certification)

Energy Usage Information (Green Button)

— “Very non-traditional” extensive NIST technical support for
Industry implementation of Green Button initiative based on
White House “call-to-action” + interagency team

Coordination = working effectively together in a team,

aligned through good communications, timely decisions and
meaningful actions, to deliver significant outcomes

ﬂ"!]
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Phasor Measurement Units (PMUS)

Vision

S| traceability

and NIST mission
Standards environment v
Internal funding environment

NIST measurement capability
and potential for advances

External (OA) funding
environment

Calibrations/testing
environment

Applications

People

xterna xterna
Engagement Drivers
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Phasor Measurement Units (PMUs) - 2005

Vision — accurate
distributed electrical meas.
with accurate timestamps

Standards environment —
|IEEE standards involvement

Internal funding — Calibrations, DR

NIST measurements — People
New testbed w/power+GPS Jerry Stenbakken

External (OA) funding
environment — DOE priority

Calibrations/testing

support to NIST 2003 Blackout,

environment - needed leadership from ) o
L. DOE + others, PMU Grid Reliability
Applications - new vendor request
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Phasor Measurement Units (PMUSs)

 Metrology: Implemented static measurement testbed and PMU calibration
system combining electrical and GPS time synchronization, upgraded to
dynamic measurement testbed, extended to IEEE 1588 synchronization

o Standards: Significant technical contributions to IEEE C37.118 standards
development including IEEE C37.118.1-2011 (dynamic test requirements)
and PMU testing guide IEEE C37.242, ... plus others

o Calibrations: Developed C38.118-2005 test procedures, implemented
NIST “special test” measurement service, testing of PMUs for Brazil grid,
Interactions with PMU vendors to improve their instruments

\ 1 PPS
Synchronized
IRIG-B
glpsk 10 MH Generation and
a8 2 Sampling
3V
Z | | |
3{; Atten’s
Three Voltage
—| Ea Output
3V
Z
e Trans- ’ff,[ DUT
u nce /
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Phasor Measurement Units (PMUs) - 2009

VISsIion — nation wide
deployment of PMUs +
Phasor Data Concentrators

Standards environment —
SGIP, IEEE plus IEC (comms)

Internal funding — NIST ARRA $

NIST measurements — People
Upgraded testbed, network time several

External (OA) funding
environment — DOE ARRA

Calibrations/testing —

PMU calibrator needed IEC, DOE lab DOE ARRA PMU

s, many .
other stakeholders eployments

Applications - growing
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Phasor Measurement Units (PMUs) — bigger picture

* Thinking outside NIST “traditional box” needed to solve bigger issues than
just ensuring technical accuracy of standards and testing

Standardization for
PMU communications, [ g e N

Z
>
n
U

Phasor Data i i
: Concentrators, | D,OE’ i
_______________ security issues . NatlLabs |
Research needed to B | _——
) | i Calibration
enable effective use of i —_. | ,
: - | Utilities, Services
PMU data in utility i | s
' Vendors evolution:
control centers, i i PMU
optimal placement LAt | .
calibrator
and use of PMUs, ...
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Phasor Measurement Units (PMUs) — bigger picture

e Multi-pronged NIST investment and engagement has resulted in impact!

New standard IEC 61850-90-5

SGIP PAP13 People: NIST

recently hired
PMU engineer
from Fluke

NERC

Announcement
New Technical Standard for Synchrophasors Adopted
by the International Electrotechnical Commission

May 18, 2012

ATLANTA - The Morth American Electric Reliability Corporation [MERC) and the

New standard project

Electrotechnical Commission’s (IEC's) adeption of a technical standard that | E E E C3 ; . 118 N 1- .
establishes improved synchrophasor data communication, The approval of E ul ment' P Ml |
technical intercperability standards is an important milestone marking the maturity [l

synchrophasor technology and systems. Further, industry consensus allows

manufacturers to standardize their offerings. | - b t 2 t I | d
“adoption of this |EC standard supports the integration of synchrophasar Ca I ra Or n OW I n S a‘ e

into day v grid ions,” said Mark Lauby, vice president and = .

directar of Reliability Assessment and Performance Analysis st NERC. “We

appreciate the hard work of volunteer experts from IEC, the Institute of Electrical at N I ST’ ap p rO aC h I n g
and Electronics Engineers (IEEE}L, MASPI and the federal government who

contributed to the development of this technical standard.” CO e rCi al avai I ab i I ity

IEC 61850-90-5 is one of several key technical interoperability standards adopted
to advance smart grid technology. The new standard addresses delivery of high-
speed data collected by ized phaser devices over wid
eommunications networks. Further, they incorporate data latency requirements for
Wide-Area Monitoring Protection and Control applications and  assure
cybersecurity protection for this data,

broader time
synchronization

(IEEE 1588) :
effort (ITL, PML) PMU calibrator-

NIST ARRA grant
to Fluke, collaboration

The Department of Energy is working with the National Institute of Standards and
Technology (NIST) to accelerate the development of key smart grid interoperability
standards, including IEC 61850-90-5, with funding and coordination. NASPI's

Performance and Standards Task Team (PSTT), working with NIST, continues to
develop dards and guideli for phasor units, phaser data
concentrators, GPS time-stamping of phasor data, and related synchrophasar
technology elements.

3353 Peachtree Road NE

Suite 600, North Tower

CONTACT: Atlanta, GA 30326
Kimberly.Mielcarek@nerc.net 404-446-2560 | www.nerc.com

RELIABILITY | ACCOUNTABILITY
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Phasor Measurement Units (PMUs) — bigger picture

e Multi-pronged NIST investment and engagement has resulted in impact!

New standard IEC 61850-90-5 “The Department of Energy is working
with the National Institute of
o Standards and Technology (NIST) to
= accelerate the development of key
smart grid interoperability standards,
including IEC 61850-90-5, with funding
and coordination. NASPI's
Performance and Standards Task
Team (PSTT), working with NIST,
continues to develop standards and

Announcement
New Technical Standard for Synchrophasors Adopted
by the International Electrotechnical Commission

of
E L3 HEEH NAS and the federal gove
cantril h ed to the development of this tes

Ecs.\ss«}ws Ft’«al key technical in woper ability standards adopted &
advance smart gl echnaology. The standar dessesdlhfry {hgh

speed da aoolleaedh hasor devices over sy

eommunications networks. Further, they incorporate data latency requirements for k= — . .

Wide-Area  Monito an nt appl d  assure . v

ety oo . guidelines 1or phasor measurement

units, phasor data concentrators, GPS
!i time-stamping of phasor data, and
_ mmm }b related synchrophasor technology
RECTABILITY T ACCOUNTABILITY elements.”

NEIRSEIES s amEa rild S o [ Fcisypir o Sii am engineering laboratory



Fruit tree vs. orchard management
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NIST role in smart grid — interoperability
standards coordination and acceleration

The Energy Independence and Security Act of 2007 |

gave NIST “primary responsibility to coordinate

development of a framework that

includes ... standards ... to achieve j
iteroperability of smart grid

devices and,systems...”

11 rfrrrr gpec,

National priority
(Congress,
Administration)

Leverage NIST
metrology efforts

Standards
needed to
support ARRA
Investments

Interoperability
requires both
standards and
conformity
assessment
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NIST Plan — and -

°
NIST Three Phase Plan
°
PHASE 1 PHASE 2 o
Identify an Establish public/private Interoperability
i"iﬁi’fi-"_etﬂf Panel to provide ongeoing recommendations °
existing for new/revised standards
CONSensus
standards ¢
and develop
a roadmap °
f5-hll gaps PHASE 3
Testing and Certification °
Framework
2000 | 2010 | 2011 | 2012

White House kickoff and
NIST stakeholder meetings

W '
Bulk |"-"-"'\'~‘| =

n =) "
 Goneration (SRR =N —

Distribution *
k. -

—

NIST Smart Grid Domains

—
—==*_ Customer .
‘ﬁ—--—"-/'/

NIST Framework 2.0

Release 2 - February 2012

Release 1 - January 2010

Smart Grid vision & reference model
|dentifies 100 standards
Cybersecurity guidelines

Testing and certification framework

Provided a foundation for IEC, IEEE,
ITU, and other national and regional
standardization efforts

IST Spectal Publication 1108
NIST Special Publication 1108R2

NIST Framework and Roadmap for
Smart Grid Interoperability

Standards, NIST Framework and Roadmap for
Release 10 Smart Grid Interoperability
NISTIR 7628 Standards,
Release 2.0

Guidelines for

Smart Grid Cyber Security:
Vol. 1, Smart Grid Cyber
Security Strategy. Architecture,
and High-Level Requirements

http://www.nist.gov/smartgrid/

NIST smart

g [Afdsypir o sii am

engineering laboratory



Smart Grid Interoperability Panel

Public-private partnership created by NIST in Nov. 2009
780+ member organizations, 1,900+ individual participants
Open, public process with international participation
Web-based participation , 22 stakeholder categories

Coordinates standards developed by Standards Development
Organizations (SDOSs)

— ldentifies requirements and prioritizes standards development
programs, guidance for testing and certification programs

— Works with over 20 SDOs including IEC, ISO, ITU, IEEE, ...
— |EC, IEEE and ITU roadmaps all leverage the NIST/SGIP Framework
New SGIP 2.0 legal entity now established, membership campaign

. -
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Smart Grid Program (as a whole)

Metrology Standards Testing/Certification
 |nitial condition:  |nitial condition: e |nitial condition:
Some NIST Heterogeneous mix Virtually non-existent
projects, low of often competing initial ecosystem,
industry R&D, lack Int’l & national scattered electric utilities
of univ. power standards groups testing capabilities, some
engineer programs without coordination user groups .
 Approach: Identify [e Approach: SGIP, « Approach: Bottom up (no
new R&D needs w/ technical champion top-down FedGov
increased industry and NIST co-leads of authority model), SGIP
interactions, priority action plans, TCC Interop Process Ref
fund/grow NIST Framework, outreach Manual (ISO/IEC 17025
research, outreach to SDOs/SSOs + intl and Guide 65) + outreach
e [Future direction: * [Future direction: e Future direction:
R&D needs Transition to SGIP SGIP support for initial
workshop; DOE & 2.0 non-profit legal ITCA programs, work with
EPRI; system-level entity with greater utilities and regulators on

CyberPhysSystems private sector funding value proposition ﬂ"‘-
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Energy Usage Information
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Energy Usage Information

Initial standards landscape analysis

core info
model)

(home area
network)

Independent standards or user group efforts likely to lead

ractured application ecosystems w/o intervention

info
models

(California
mandates)
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Energy Usage Information

* NIST identified a standards gap - need common way to
represent energy usage information (central to many efforts)

(RS core info

network) model)

nformation
common
issue

info

California
models (

mandates)
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Energy Usage Information

 NIST leadership resolved difficult multi-stakeholder
standards coordination issue (SGIP Priority Action Plan 10)

|

(RS core info
network) model)

| Information
Model
info & A

OAP (California

mandates)

models
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Energy Usage Information

* NIST leadership resolved difficult multi-stakeholder
standards coordination issue (SGIP Priority Action Plan 10)

o After much head banging
and teeth gnashing, the
community agreed to a
NIST brokered
compromise to develop a
core Energy Usage
Information Model
standard in NAESB (SGIP
PAP10) and Facility
Smart Grid Information
AP Model in ASHRAE/NEMA
LR, (SGIP PAP17)

NEIRSSIS s it a S s il Eassrpgr © Shiea engineernggliabloratory, &g
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Composition of Energy Usage Information:
North American Energy Standards Board

UsagePoint ServiceCategory EUl comes from and to
residences and businesses

MeterReading IntervalBlock

ElectricPower .
IntervalReading

ReadingType

Summary
Best practices include modeling
information in UML; generating
documentation and schemas
directly from the UML for life cycle

ElectricPowerQuality
Summary
model and data management

Note: This information is multidimensional. Many different reading types, summaries, and readings poss

ReadingQuality
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Energy Usage Information

* NIST leadership resolved difficult multi-stakeholder
standards coerdination issue (SGIP Priority Action Plan 10)

£ 65

(SR core info
network) model)

nergy ':
Usage Info
Model .

info Provider

(California Interface
models GIP mandates) (ESPI)

NEIRSEIES s imEa ril S o [ FciSyDIr © Sfiea 1 engineering laboratory a’g



Energy Usage Information

 NIST leadership resolved difficult multi-stakeholder
standards coerdination issue (SGIP Priority Action Plan 10)

) 6D

(home area core info
network) model)

Applications

Usage Info
Model
info ‘ Provider

(California Interface

madels GIP mandates) (ESPI)
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Energy Usage Information

 NIST Ieadership resolved difficult multi stakeholder

Whlte House )
“call- to action”
A\ Green Button

Download
My Data

(SR core info
network) model)

Usage Info SGIP PAP20:
Model S Standards

and Testing/

info - Provider Certification”

(California Interface
models GIP mandates) (ESP)

~ —
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Green Button Initiative

® Green Button is
® A policy

®\White House call-to-action and initiative

® |nspired by Blue Button concept — medical information
®A brand

® Green Button logo implies specific capabilities

® Interoperability standards and testing and certification are
necessary to ensure expectations are met

® A set of technologies and associated standards
®Green Button Download My Data (NAESB ESPI xml data file)
®Green Button Connect My Data (NAESB ESPI automated exchange)

NEIRSEIES s amEa rild S o [ Fcisypir o Sii am engineering laboratory



Green Button Initiative — live!

« Common-sense idea that electricity customers should be able to
download their own energy usage information in a consumer- and
computer-friendly electronic format from their utility’s secure website

» Result of collaboration among White House, NIST, DOE, state regulators,
utilities, vendors, SGIP, and North American Energy Standards Board

e e e e - Tee e e ssesseemaes ] 54+ million consumers have
T - access to Green Button data
NOW, and
36+ million will by 2013

Green Button

Download

et S bt i Lo B skt ) bt [ i

www.greenbuttondata.org &
0= www.nist.gov/smartgrid/greenb
utton.cfm

3%0%9: NEIRSEIES s amEa rild S o [ Fcisypir o Sii am engineering laboratory


http://www.greenbuttondata.org/
http://www.nist.gov/smartgrid/greenbutton.cfm
http://www.nist.gov/smartgrid/greenbutton.cfm

SGIP PAP20: Green Button ESPI
Evolution Roadmap Going Forward ...

SGIP PAP

Activities: m 1

with

|

R Requirements for | |Requirements for

. . Iy \ _.
ESPI Rollout Y test criteria

Facilitate/Coordina Cybersecurity Education on implementation
te SGIP recommendations ITCA assurances strategies, standards, use
interactions for EUl exchanges cases and test criteria

Specification Deliverables:

Standards REQ.18/WEQ.19 ESPI Errata REQ.21/REQ.22 ternatonal
(NAESB) Maintenance p ESPI New Reqs Version
Update Update Update
T&C reen Button reen Button
(UCAIug) Download My Connect My UCAIlug ITCA
Data Test Plan Data Test Plan
Implementation Green Button | | S -
(EnergyOS) | SDK pen
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Loop all the way back to research

e Energy usage information applications assume
availability of good measurements

— NIST electric metering project (PML) enables
traceability of all US electric meters back to NIST

— Goal to build new NIST electric meter testbed to
explore metering issues over broad range of
conditions

— NIST has made key technical contributions to DOE,
EPA EnergyStar energy efficiency programs

— New Net zero residential testbed facility (EL) and
smart grid testbed (EL + PML + ITL)

NIST smarll g Efdgpirogiia m elngineerlng®liabloratory



Net zero residential testbed facility

NIST
Research S
testbed | L

Objectives .= _
= Demonstrate Net-Zero Energy for a typical home
= Provide “real world” field data to validate/improve models

= Provide atest bed for in-situ measurements of various components
and systems

= Improve laboratory test procedures of systems/components to give
results that are representative of field performance |

NEIRSEIES s amEa rild S o [ Fcisypir o Sii am engineering laboratory



Objectives - =

Net zero residential testbed facility

_Solar Photovoltaic.<

Demonstrate Net-Zero Energy for a typical home
Provide “real world” field data to validate/improve models

Provide a test bed for in-situ measurements of various components
and systems including system and device energy consumption data

Improve laboratory test procedures of systems/components to give
results that are representative of field performance

NEIRSSISsimta i g [iFasypir © Sl am engineernggliabloratory, &




Conclusion - quick recap

NIST PMU project NIST Smart Grid Green Button
Synchrometrology:| Interoperability Panel: Initiative:
IEEE C37.118.1 and |“The” forum for smart grid energy usage

IEC 61850-90-5, standards coordination, information for
NASP| group testing and certification consumers (me)

Green Button
Download

Recognition of NIST |«  Qver 780 participating Available to 15+

contributions; 287 organizations, million consumers,

of 800+ new PMUs 1900 participants, will grow to 36+
w/DOE ARRA S 21 priority action plans million by 2013
(started 2005) (SGIP started Nov2009) (started Oct20

NEIRSEIES s amEa il o [ Fcisypir o Sfi am engineering laboratory
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