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Today’s Discussion

 Terminology

* Types of Conformity Assessment

 How it Works

« Standards and Conformity Assessment in Regulation

« Examples




Conformity Assessment

“demonstration that specified requirements
relating to a product, process, system, person,
or body are fulfilled”

- ISO/IEC 17000




1st Party
The Parties — who done it? 20 Party
3'd Party
First Party A seller or manufacturer
Second Party A purchaser or user
Third Party An independent entity that has no

Interest In transactions between the
first and second parties

Government Has a unique role in regulation, but
IS the second party in procurement
application of standards
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first party – seller or manufacturer 

second party – purchaser or user

third party – an independent entity that has no interest in transactions between the 1st and 2nd parties

government – has a unique role in regulation, but is the second party in procurement application of standards


Types of Conformity Assessment

Supplier's Declaration - ISO/IEC 17050
of Conformity (SDoC) parts 1 and 2

- Inspection - ISO/IEC 17020
- Testing - ISO/IEC 17025
- Certification - ISO/IEC Guide 65
- Registration - ISO/IEC 17021

Accreditation - ISO/IEC 17011

1st Party
2"d Party
3'd Party




- ; - 1st Par
Supplier's Declaration of o
] y
Conformity (SDoC) 39 Party
Characteristics Examples

Used when low
product risk

Penalties for
noncompliant
products

Effective recall
system

- ISO/IEC 17050




Inspection

Characteristics

Examples

1st Party
2"d Party
3'd Party

« Simple test
measurement
or examination

« Code
compliance

- ISO/IEC 17020

USDA
PRIME
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  Characteristics evaluated via physical examination or simple measurement.

  May be an element of a certification system.

  Demonstrate that all parts of a system have been properly installed (ex. code inspection)



1st Party

Testing 21 Party
3'd Party
Characteristics Examples
 Measures
Characteristics

* Representative
samples are
often used

* May be element
of SDoC or
certification
system

- ISO/IEC 17025
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 Type test is a test carried out on samples that represent production 

 May be an element of a suppliers’ declaration or certification system.



18t Party
Certification 2% Party
3'd Party

Characteristics Examples

* Used when
moderate — high
product risk

* More expensive

GROWN IN =

» Survelllance

- ISO/IEC GUIDE 65
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Used when risks are moderate to high

Includes evaluation, compliance decision, attestation of conformity and surveillance

Always conducted by a third party
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Management System Registration

Characteristics

Examples

1st Party
2nd Party
3'd Party

* Process
requirements

e Scope matters:
can be general
or specific

- ISO/IEC 17021
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Management System Registration includes an initial assessment management system procedures and implementation and audits for surveillance.  The scope of the Management system registration is key.

General 
ISO 9000 quality 
ISO 14000 environment

Sector specific 
ISO 13485 medical devices
TS 9000 automotive
BA 9000 body armor


Accreditation

Characteristics

Examples

18t Party
2"d Party
3'd Party

 Formal demonstration
of competence to carry
out specific tasks

 Provides confidence for

purchasers, regulators
and consumers

- ISO/IEC 17011
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ANAB - ANSI-ASQ National Accreditation Board  


Who watches the watchers?

Accreditor




Factors in Conformity Assessment Systems

* Risks associated with non-compliance should be
proportional to the rigor of the system design

» Over-design costs too much

» Under-design gives too little confidence

 Marketplace consequences (penalties) & effective
recall allow less rigor
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The risks associated with non-compliance should be proportional to the rigor and independence of the CA system. 
system over-design costs too much
system under-design - too little confidence

consideration for reduced rigor and independence
 penalties 
effective recall 



How much confidence is nheeded?

A

Certification

x
%)
Y _ 3 party
B Supplier’s conformity
'ng declaration assessment
O 1st party
gf conformity

assessment

>
Independence and Rigor of Conformity Assessment




IPV6 Example of
Conformity Assessment System

IPV6 Tech
Specs

Accredited Lab

IPV6 Accreditor

Testing
Labs

Procurement
Agency

SDoC

Assessment &
Accreditation

< Results

8§




FedRAMP Stakeholder Roles and Interaction

DHS NPPD

Develop Continuous Monitoring, Incident >

Joint Authorization Board (JAB)

>

Reports Continuous

« Coordinates Continuous Monitoring
Automation through CyberScope

+» Coordinates Incident Response and
Threat Notification through USCERT

Monitoring

Information

Federal Agencies

L

« Contract with Cloud Service Provider

» Leverage FedRAMP Assessment and
JAB Provisional Authorization

« Grant Authority to Operate (ATO)

« Coordinate Continuous Monitoring
between CSP and DHS

Response, and Threat Notification Standards

» Approve Risk Criteria
+ Approve Assessment Criteria
+ Issue Provisional Authorization

+ Develop Continuous Monitoring
Strategy

Grant & Leverage ’

Contracts for
Services

T

Provides Live Data Feeds
and/or Measures of Measures
for Continuous Monitoring

Cloud

« Offer Products &
. » Meet Requirements
Provider

Controls

(CSP)

« Implement Security

Authorizations

Submits Security Authorization Package &
Suppliers Declaration of Conformance

—>

Retains Approved 3PAO to Validate »

1
f Provides Provisional
Authorizations
Reports Results +

« Finalize Documentation

* Support Implementation

+ Maintain Secure Repository

« Coordinate Reporting

+ Conduct Communication & Outreach
+ Provide Contract Templates / SLAs

Accredits According ISO/IEC
Standards and FISMA Knowledge

v

Third Party Assessment
Organization (3PAO)

Implementation of Controls

Conducts Security Assessment and
' Creates Security Authorization Package

+ Accredited according to ISO/IEC
Standards and FISMA Knowledge Tests

» Conduct Assessment of CSP Security
Control Implementation

» Generate Security Assessment Package




« Terminology

* Types of conformity assessment
 How it works
e Standards and conformity assessment in regulation

 Examples
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